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Abstract 
This paper based on avoidance of collision in wireless sensor network. 
It focus how collision are avoidance takes place during sensing node 
in WSN by using feed-forward back propagation and Hopfield neural 
network. 
Keyword: WSN, Feed Forward Back propagation, Hopfield 
Neural Network.  
 
Introduction 

Wireless sensor networks consist of individual nodes that are 
able to interact with the environment by sensing or controlling 
physical parameters. These nodes have to collaborate to fulfill 
their tasks. The nodes are interlinked together and by using 
wireless links each node is able to communicate and 
collaborate with each other [1]. 
A Wireless Sensor Network (WSN) is a collection of sensors 
with limited resources that collaborate in order to achieve a 
common goal. Sensor nodes operate in hostile environments 
such as battle fields and surveillance zones [1]. Due to their 
operating nature, WSNs are often unattended, hence prone to 
several kinds of novel attacks. WSNs have attracted a lot of 
attention recently due to their broad applications in both 
military and civilian operations. Many WSNs are deployed in 
unattended and often hostile environments such as military and 
homeland security operations. Therefore, security mechanisms 
providing congeniality, authentication, data integrity, and non-
repudiation, among other security objectives, are vital to ensure 
proper network operations.  

A future WSN is expected to consist of hundreds or even 
thousands of sensor nodes. This renders it impractical to 
monitor and protect each individual node from either physical 
or logical attack. It is also unrealistic and uneconomical to 
enclose each node in tamper-resistant hardware. Thus, each 
node represents a potential point of compromise [1]. Once 

com-promising certain nodes and acquiring their keying 
material adversaries can launch various insider attacks.  

Architecture of WSN: 

For example, they might spoof, alter or replay routing 
information to interrupt the network routing [1]. 

As shown in figure given below, the wireless sensor network 
and the classical infrastructure comprises of the standard 
components like sensor nodes (used as source, sink/actuators), 
gateways, Internet, and satellite link, etc. 
 

Sensor Nodes: 

Sensor nodes are the network components that will be sensing 
and delivering the data. Depending on the routing algorithms 
used, sensor nodes will initiate transmission according to 
measures and/or a query originated from the Task Manager. 
According to the system application requirements, nodes may 
do some computations [2]. After computations, it can pass its 
data to its neighboring nodes or simply pass the data as it is to 
the Task Manager. The sensor node can act as a source or 
sink/actuator in the sensor field. The definition of a source is to 
sense and deliver the desired information. Hence, a source 
reports the state of the environment. On the other hand, a 
sink/actuator is a node that is interested in some information a 
sensor in the network might be able to deliver. [2] 
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Illustration of sensor network and backbone 

infrastructure.  

Characteristics of WSN and Its Challenges: 

The characteristics of sensor networks and application 
requirements have a great impact on the network design 
objectives in term of network capabilities and network 
performance [3]. 

Characteristics about WSN: 

 As compared to the traditional wireless communication 
networks such as mobile ad hoc       network (MANET) and 
cellular systems, wireless sensor networks have the following 
different characteristics and constraints: 
 
Battery-Powered Sensor Nodes: Sensor nodes are mostly 
powered by battery and are deployed in an environment where 
it is very difficult to change or recharge the batteries. 

 

Self-Configurable: Sensor nodes are usually randomly 
deployed and autonomously configure themselves into a 
communication network. 
 
Unreliable Sensor Nodes: Because sensor nodes are prone to 
physical damages or failures due to its deployment in harsh or 
hostile environment. 

 
Storage Constraints, Severe Energy and Computation: 
Sensors nodes are having highly limited energy, computation, 
and storage capabilities. 
 
Redundancy in data: In most sensor network application, 
sensor nodes are densely deployed in a region of interest and 
collaborate to accomplish a common sensing task. So there is 
some redundancy present in data. 

 

Challenges Faced by WSN: 

The nature of large, ad-hoc, wireless sensor networks presents 
significant challenges in designing security schemes. A 
wireless sensor network is a special network which has many 
constraint compared to a traditional computer network.  
 
Wireless Medium: The wireless medium is inherently less 
secure because its broadcast nature makes eavesdropping 
simple. Any transmission can easily be intercepted, altered, or 
replayed by an adversary. The wireless medium allows an 
attacker to easily intercept valid packets and easily inject 
malicious ones. Although this problem is not unique to sensor 
networks, traditional solutions must be adapted to efficiently 
execute on sensor networks. [4] 
 
Ad-Hoc Deployment: The ad-hoc nature of sensor networks 
means no structure can be statically defined. The network 
topology is always subject to changes due to node failure, 
addition, or mobility. Nodes may be deployed by airdrop, so 
nothing is known of the topology prior to deployment. Since 
nodes may fail or be replaced the network must support self-
configuration. Security schemes must be able to operate within 
this dynamic environment. 
 
Hostile Environment: The next challenging factor is the 
hostile environment in which sensor nodes function. Motes 
face the possibility of destruction or capture by attackers. Since 
nodes may be in a hostile environment, attackers can easily 
gain physical access to the devices. Attackers may capture a 
node, physically disassemble it, and extract from it valuable 
information (e.g. cryptographic keys). The highly hostile 
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environment represents a serious challenge for security 
researchers. 
 
Resource Scarcity: The extreme resource limitations of sensor 
devices pose considerable challenges to resource-hungry 
security mechanisms. The hardware constraints necessitate 
extremely efficient security algorithms in terms of bandwidth, 
computational complexity, and memory. This is no trivial task. 
Energy is the most precious resource for sensor networks. 
Communication is especially expensive in terms of power. 
Clearly, security mechanisms must give special effort to be 
communication efficient in order to be energy efficient[5]. 

 

Immense Scale: 

The proposed scale of sensor networks poses a significant 
challenge for security mechanisms. Simply networking tens to 
hundreds of thousands of nodes has proven to be a substantial 
task. Providing security over such a network is equally 
challenging. Security mechanisms must be scalable to very 
large networks while maintaining high computation and 
communication efficiency. 
 

Unreliable Communication: 

Certainly, unreliable communication is another threat to sensor 
security. The security of the network relies heavily on a defined 
protocol, which in turn depends on communication[6]. 
 
Unreliable Transfer: Normally the packet-based routing of 
the sensor network is connectionless and thus inherently 
unreliable. 
 
Conflicts: Even if the channel is reliable, the communication 
may still be unreliable. This is due to the broadcast nature of 
the wireless sensor network. 
 
Latency: The multi-hop routing, network congestion and node 
processing can lead to greater latency in the network, thus 
making it difficult to achieve synchronization among sensor 
nodes. 
 
Unattended Operation: Depending on the function of the 
particular sensor network, the sensor nodes may be left 
unattended for long periods of time. There are three main 
cautions to unattended sensor nodes [6]. 
 
 
 
 

Literature Review 

RishavDubey, Vikram Jain, Rohit Singh Thakur, 
SiddharthDuttChoubey in (2012) proposed “Attacks in 
Wireless Sensor Networks”.[7] 
The authors proposed that Wireless Sensor Networks is an 
emerging technology. WSN has limitations of system resources 
like battery power, communication range and processing 
capability. WSNs are used in many applications in military, 
ecological, and health-related areas. These applications often 
include the monitoring of sensitive information such as enemy 
movement on the battlefield or the location of personnel in a 
building. One of the major challenges wireless sensor networks 
face today is security, so there is the need for effective security 
mechanism .In this research they investigate how wireless 
sensor networks can be attacked in practice. 

 
Rajkumar, Sunitha K.R and Dr. H.G Chandrakanth (2012) 
surveyed on“A Survey on Security Attacks in Wireless 
Sensor Network”.[8] 

A wireless sensor network (WSN) has important applications 
such as remote environmental monitoring and target tracking. 
This has been enabled by the availability, particularly inrecent 
years, of sensors that are smaller, cheaper, and intelligent. 
These sensors are equipped with wireless interfaces with which 
they can communicate with one another to form a network. In 
this paper we deal with the security of the wireless sensor 
networks. Staring with a brief overview of the sensor networks, 
and discusses the current state of the security attacks in WSNs. 
various types of attacks are discussed and their 
countermeasures presented. A brief discussion on the future 
direction of research in WSN security is also included. 

WazirZada Khan Yang Xiang Mohammed Y Aalsalem, in 
(2011) proposed “Comprehensive Study of Selective 
Forwarding Attack in Wireless Sensor Networks”.[9] 

Sensor networks are becoming closer towards wide-spread 
deployment so security issues become a vital concern. 
Selective forwarding attack is one of the harmful attacks 
against sensor networks and can affect the whole sensor 
network communication. The variety of defense approaches 
against selective forwarding attack is overwhelming. In this 
research they had described all the existing defensive schemes 
according to our best knowledge against this attack along with 
their drawbacks, thus providing researchers a better 
understanding of the attack and current solution space. Also 
classifies proposed schemes according to their nature and 
defense. Nature of scheme classifies into Distributed and 
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Centralized. Defense of scheme classifies into detection and 
prevention. 

Chaudhari H.C. and Kadam L.U. (2011) research on 
“Wireless Sensor Networks: Security, Attacks and 
Challenges”.[10] 

The significant advances of hardware manufacturing 
technology and the development of efficient software 
algorithms make technically and economically feasible a 
network composed of numerous, small, low-cost sensors using 
wireless communications, that is, a wireless sensor network. 
Sensor networks have great potential to be employed in 
mission critical situations like battlefields but also in more 
everyday security and commercial applications such as 
building and traffic surveillance, habitat monitoring and smart 
homes etc. However, wireless sensor networks pose unique 
security challenges. Security is becoming a major concern for 
WSN protocol designers because of the wide security-critical 
applications of WSNs .In this paper we have made an effort to 
document all the known security issues in wireless sensor 
networks and discusses a wide variety of attacks in WSN and 
their classification mechanisms and different securities 
available to handle them including the challenges faced. In this 
research they took up the challenge and have proposed an 
integrated comprehensive security that will provide security 
services for all services of sensor network. The sensing 
technology combined with processing power and wireless 
communication makes it profitable for being exploited in great 
quantity in future. The wireless communication technology also 
acquires various types of security threats. 
 
Jiyong Son , Seoul and Hwan-JooKwak, 2011 introduced 
“Back propagation neural network based real-time self-
collision detection method”. [11] 

This research proposed a back propagation neural network 
based real-time humanoid self-collision detection method 
which eliminates the repetition of detection computation for 
same and similar motion sets. The proposed system is able to 
reduce self-collision detection computation time significantly, 
because of the pattern recognition capability of the neural 
network. However, the accuracy of back propagation neural 
network based self-collision detection cannot be guaranteed 
100%. For this reason, the system is also designed to detect 
potential miss detected motion sets though the module based 
self-collision detection method, which eliminates unnecessary 
motion pairs by focusing on certain modules with higher 
collision probability. This module based self-collision detection 
method is a failsafe method. 

 

Kalpana Sharma, M K Ghose (2010) worked on “Wireless 
Sensor Networks: An Overview on its Security Threats”. 
[12] 
Wireless sensor networks have become a growing area of 
research and development due to the tremendous number of 
applications that can greatly benefit from such systems and has 
lead to the development of tiny, cheap, disposable and self-
contained battery powered computers, known as sensor nodes 
or “motes”, which can accept input from an attached sensor, 
process this input data and transmit the results wirelessly to the 
transit network. Despite making such sensor networks possible, 
the very wireless nature of the sensors presents a number of 
security threats when deployed for certain applications like 
military ,surveillances etc. The problem of security is due to the 
wireless nature of the sensor networks and constrained nature 
of resources on the wireless sensor nodes, which means that 
security architectures used for traditional wireless networks are 
not viable. Furthermore, wireless sensor networks have an 
additional vulnerability because nodes are often placed in a 
hostile or dangerous environment where they are not physically 
protected. In this research the authors discussed some security 
threats and challenges faced by WSNs. 
 
Dr. G. Padmavathi and Mrs. D. Shanmugapriya, in (2009) 
reviewed on “A Survey of Attacks, Security Mechanisms 
and Challenges in Wireless Sensor Networks”. [13] 
Wireless Sensor networks (WSN) is an emerging technology 
and have great potential to be employed in critical situations 
like battlefields and commercial applications such as building, 
traffic surveillance, habitat monitoring and smart homes and 
many more scenarios. One of the major challenges wireless 
sensor networks face today is security. While the deployment 
of sensor nodes in an unattended environment makes the 
networks vulnerable to a variety of potential attacks, the 
inherent power and memory limitations of sensor nodes makes 
conventional security solutions unfeasible. The sensing 
technology combined with processing power and wireless 
communication makes it profitable for being exploited in great 
quantity in future. The wireless communication technology also 
acquires various types of security threats. This research 
discussed a wide variety of attacks in WSN and their 
classification mechanisms and different securities available to 
handle them including the challenges faced. 
 
Ahmad Hosseingholizadeh, Dr. AbdolrezaAbhari,(2009) 
proposed “A neural network approach for Wireless sensor 
network power management”. [14] 
In this new approach an intelligent analysis is used to process 
the structure of a wireless sensor network (WSN) and produce 
some information which can be used to improve the 
performance of WSNs’ management application. In this paper 
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we introduce our neural network based approach which results 
in a more efficient way. 
 
Hong-Ning Dai in 2009 proposed “Throughput and Delay 
in Wireless Sensor Networks”. [15] 
Author proposed that wireless sensor networks are equipped 
with only omni-directional antennas, which can cause high 
collisions. It is shown that the per node throughput in such 
networks is decreased with the increased number of nodes. 
Thus, the transmission with multiple short range hops is 
preferred to reduce the interference. However, other studies 
show that the transmission delay increases with the increased 
number of hops. 
 
Raghavendra V. Kulkarni, 2009 worked on “Neural 
Network Based Secure Media Access Control Protocol for 
Wireless Sensor Networks”. [16] 
This research discussed an application of a neural network in 
wireless sensor network security. It presents a neural network 
approach against the denial-of-service attacks launched by 
adversaries. The MLP enhances the security of a WSN by 
constantly monitoring the parameters that exhibit unusual 
variations in case of an attack/collision. The MLP shuts down 
the MAC layer and the physical layer of the sensor node when 
the suspicion factor, the output of the MLP, exceeds a preset 
threshold level. Backpropagation and particle swarm 
optimization algorithms are used to avoid the attack.  
 

Problem Formulation  

How Collision Occur in WSN: 

Collision occurs when two or more nodes attempt to transmit a 
packet across the network at the same time. The transmitted 
packets must be discarded and then retransmitted, thus the 
retransmission of those packets increases the energy 
consumption and the latency. Collision attack is a type of DOS 
attack which occurs on Data Link Layer. Packet Collision 
occurs when two or more close stations attempt to transmit a 
packet at the same time. This can result in packet loss and 
impede network performance. Many CSMA based MAC 
protocols are proposed in Wireless Sensor Network (WSNs) to 
avoid collisions, such as B-MAC [17]. These protocols can 
efficiently reduce collisions, but intrinsically cannot eliminate 
all collisions, because of hidden terminal problems, as well as 
collisions when multiple nodes sense the medium free at the 
same time. Furthermore, the consequences of packet collisions 
are serious to WSNs. Collisions can cause the loss of critical 
control information from base stations, and applications may 
fail. 

Role of Neural Network in WSN: 

Although neural network and sensor network are normally 
viewed as two radically different subjects, they do share one 
thing in common. The most fundamental way of exchanging 
information in both kinds of networks is one-to-many 
communication, i.e., the broadcast. In a biological neural 
network, a firing neuron sends an action potential to all neurons 
that are connected to it by synapses, each of which may impose 
different delay and amplification to the transmitted signal. 
Similarly, a communication node in a sensor network 
broadcasts its signal to all nodes within its transmission range. 
The proposed computing with time paradigm applies to 
networks in which a broadcast is a Communication primitive, 
such as neural networks in biology or wireless networks in 
telecommunication. Another example of such a paradigm is 
computing with action potentials proposed by Hopfield et al. 
[18], who observed that analog information can be encoded 
into firing times of action potentials and that the timings of 
these action potentials can be used to carry out a vector 
matching algorithm. The ability to perform broadcast-based 
communication was not explicitly mentioned as a requirement. 
There must be certain moments at which distributed neurons 
observe the same events, as if each of them would own a local 
clock and these clocks were synchronized from time to time by 
such events. Broadcast naturally provides plenty of such 
synchronization points. The purpose is to look for an optimum 
value by associating the firing times with a certain variable in 
such a way that the smaller this variable is the more desirable 
the property of the corresponding neuron is. Hence, the neuron 
firing earliest will naturally be the one whose property variable 
has the minimum value among the neurons being compared. 
Hence, the essence here is to introduce competition, instead of 
superposition in Hopfield’s approach, to select a winner that 
possesses the desired optimality. 
 
Feed Forward Back Propagation: 

ANN’s are biologically inspired computer programs to 
simulate the way in which the human brain process 
information. It is a very powerful approach for building 
complex and nonlinear relationship between a set of input and 
output data. The power of computation comes from connection 
in a network. Each neuron has weighted inputs, simulation 
function, transfer function and output. The weighted sum of 
inputs constitutes the activation function of the neurons. The 
activation signal is passed through a transfer function which 
introduces non-linearity and produces the output. During 
training process, the inter-unit connections are optimized. Once 
the network is trained, new unseen input information is entered 
to the network to calculate the test output. There are many 
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backpropagation algorithm are used in the neural network but 
mostly used feedforward back propagation neural network 
(FBNN). 

 

Simple two layer feed forward back propagation 
neural network 

 

A two layer simple Feed-forward back-propagation neural 
networks consist of basically three layers: an input layer, 
hidden layer and output layer. 
 

Hopfield Neural Network: 

The Hopfield neural network is a simple artificial network 
which is able to store certain memories or patterns. 
Hopfieldneural network model is a fully interconnected 
network of binary units with symmetric connection weights 
between the units.The nodes in the network are vast 
simplifications of real neurons - they can only exist in one of 
two possible states - firing or not firing. At any instant of time a 
node will change its state depending on the inputs it receives 
from itself and the other nodes. The dynamics of the Hopfield 
network can be described formally in mathematical terms. The 
activation levels of binary units are set to zero and one for "off" 
and "on," respectively. Starting from some initial configuration 
(V0,V1,V2…V i) where is number of units and is the activation 
level of unit. The behavior of network is determined by an 
appropriate energy function. This function is based on neuron 
states, weights and bias value derived from problem data. 
Update rule of neurons is defined based on energy function 
[19] 

[24] H. He, Z. Zhu, “A Neural Network Model to Minimize the 
Connected Dominating Set for Self-Configuration of Wireless 
Sensor Networks,” IEEE Transaction on neural networks, vol. 
20, No. 6, pp. 973-982, 2009. 
 
Hopfield network applied to the single sensor 
node:  
 
Wireless communication often suffers from bad channel 
conditions. One has to deal with erroneous or even lost data 
packets by signal processing algorithms or other techniques 
such as retransmission. In this context the HN shows promising 
characteristics such as associative memory, robustness and 
error correction capability to overcome this drawback [20-22]. 
Associative memory means that a pattern is not stored on any 
individual neuron but is a property of the whole network. Thus, 
the weights within the HN store the average correlations 
between all pattern components across all patterns. The 
network presented with a partial or corrupted pattern can then 
use the correlations to recreate the entire pattern. The HN itself 
is robust since it performs pattern completion in case of 
missing data and pattern correction in case of corrupted data 
due to the association ability. The HN is a single layer fully 
connected feedback network with no direct feedback 
connections, i.e. each single neuron is not directly connected to 
itself. Furthermore, it shows symmetric (bidirectional) weights, 
i.e. the weights between all single neurons are equal in either 
direction. The Figure given below depicts the HN, which is 
presented with the sensor input pattern containing readings of 
three sensors. After iterative processing the optimized, i.e. 
completed or corrected pattern can be used to build a data 
packet, which is represented by the dashed box. 
 
 

 
 
The Hopfield network applied to the single sensor 
node. 
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Collision Avoidance Using HNN: 

Wireless communication often suffers from bad channel 
conditions. One has to deal with erroneous or even lost data 
packets by signal processing algorithms or other techniques 
such as retransmission. In this context the HNN shows 
promising characteristics such as associative memory, 
robustness and error correction capability to overcome this 
drawback.   HNN uses the concepts of associative memory, 
pattern completion and error correction. Here Associative 
memory means that a pattern is not stored on any individual 
neuron but is a property of the whole network. By using partial 
or corrupted pattern, it can then use the correlations to recreate 
the whole pattern/network then it performs pattern /network 
completion for whole network.   The HN itself is robust in case 
of missing data, and pattern correction in case of corrupted data 
to remove the collided packet from the network due to the 
association ability. The HN is a single layer fully connected 
feedback network with no direct feedback connections, i.e. 
each single neuron is not directly connected to itself[23-25]. 
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